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Today’s Speakers

• Kyle Dickinson – SANS Instructor, Author and Analyst; 
Cloud Security Architect at Koch Industries

• Tim Jefferson – Senior Vice President for Barracuda’s 
security solutions across Data, Networking and 
Application (DNA)

• David Aiken – Solutions Architect Manager, AWS 
Marketplace
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Today’s Agenda

What is Cloud Security Posture Management (CSPM)?

Benefits of CSPM and how it can aid in investigations

Advice for cyber investigations and CSPM working 
together

AWS integration and solutions available in AWS 
Marketplace
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Continuous 
Compliance

Asset Inventory

Monitoring/Analytics
Configuration 
Management

What is Cloud Security Posture 
Management?
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• Visibility in all regions

– AWS China and AWS GovCloud excluded

• Risk management

• Compliance reporting

• Custom signatures/queries

• Software-as-a-Service platform

Benefits of CSPM
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• Query all AWS accounts owned by organization

• Asset inventory (CIS Critical Control)

• Contextualize VPC Flow Log data

• Visualize user administrative activity

How Can a CSPM Aid in 
Investigations?
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• Authorization to environment

• How the investigation will differ in AWS

• Technologies for acquiring evidence

– CSPM, AWS CloudTrail, EC2 Snapshot

• Investigation Simulations a/k/a Game Days

Investigation Considerations
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How will the 
implementation scale?

Can signatures be 
customized?

Data retention
Can alerts workflow be 
customized?

What about third-party 
integrations?

Licensing model?

Implementation Considerations
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• Lots of CSPMs offer similar functionality plus niche 
capabilities.

• Deployment and deployment validation should be done

• Signature review should be considered

• Alerts be extended to DevOps teams as a feedback loop

Summary
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Making Cloud Security More Actionable
CSPM Enhancing Cyber Investigations
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000’s
Number of new features 

added to services in 2019 

that impact configurations

0?
Number of qualified Cloud 

Security Architects working 

for you

179
Native services within

AWS today
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Each service has its own configuration impacts

Amazon

S3

api calls

DeleteBucket

DeleteBucketPolicy

DeleteObject

DeleteObjectTagging

DeleteObjectVersion

GetBucketAcl

GetBucketLogging

GetBucketPolicy

GetEncryptionConfiguration

GetObject

GetObjectAcl

GetObjectVersionAcl

GetObjectVersion

ListAllMyBuckets

ListBucket

PutBucketAcl

PutBucketPloicy

PutBucketVersioning

PutEncryptionConfiguration

PutInventoryConfiguration

PutObject

PutObjectAcl

…

Amazon 

EC2
Amazon ECS

AWS

Lambda

Amazon 

Glacier

Amazon

RDS

Amazon

DynamoDB

Amazon

Route 53AWS 

CodeDeploy

AWS

CloudFormation

AWS

CloudTrail

AWS Certificate 

Manager

IAM

permissions

AWS KMS

Amazon Machine 

Learning

Amazon API 

Gateway*

Amazon

SNS

Elastic Load 

Balancing

route table
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who and what made this call

Requested action and response

{"Records": [{

"eventVersion": "1.0",

"userIdentity": {

"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"

},

"eventTime": "2014-03-06T21:01:59Z",

"eventSource": "ec2.amazonaws.com",

"eventName": "StopInstances",

"awsRegion": "us-east-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "ec2-api-tools 1.6.12.2",

"requestParameters": {

"instancesSet": {"items": [{"instanceId": "i-ebeaf9e2"}]},

"force": false

},

"responseElements": {"instancesSet": {"items": [{

"instanceId": "i-ebeaf9e2",

"currentState": {

"code": 64,

"name": "stopping"

},

"previousState": {

"code": 16,

"name": "running"

}

What did they try to do and when
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• who and what made this call

• What did they try to do and when

• Were there any security alerts as a part of the event?
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Barracuda Cloud Security Guardian

• Cloud Security Posture 

Management SaaS 

• Integration with native 

tools – AWS Security Hub , 

Amazon GuardDuty

• Integration with Barracuda 

CloudGen Firewall and 

Barracuda WAF
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CISO/CIO/Security Operations team concerned 

about visibility into ephemeral usage
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• Human error is cause of 
many misconfigurations

• Misconfigurations 
often violate security 
best practices

• Best practices are 
inherent aspect of 
compliance
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Detecting violations is a first step

• Need to understand the “who, what, where, why”

• Quick remediation is key to preventing security 
breaches 

Hackers target misconfigurations as certain 
mistakes are very common
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• Visualize S3 buckets

• Protect your S3 buckets from 
accidental exposure

• Scan your S3 buckets for 
malware and advance threats
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30-day free trial on the AWS Marketplace!

https://aws.amazon.com/marketplace/pp/B07KF2X7QJ?qid=1570218767228&sr=0-8&ref_=srh_res_product_title
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Exploring Security Solutions Available 

in AWS Marketplace
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What Barracuda Solutions are Available in AWS Marketplace?

Barracuda Cloud Security Guardian 

Provides end-to-end visibility of your 

security posture

Barracuda Web Application Firewall

Application security and data loss prevention 

for your applications

Barracuda CloudGen Firewall

Leverage threat protection, segmentation, 

and visibility in this enterprise-grade firewall 

Barracuda Email Security Gateway

Manages all inbound and outbound email 

traffic
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How Are Software Sellers Integrating with AWS Services? 

• AWS Security Hub 

provides comprehensive 

visibility for all user 

activities

• Barracuda Cloud Security 

Guardian will forward 

additional findings to 

AWS Security Hub for 

richer context

Bucket with 

objects

Bucket with 

objects

AWS Cloud

Bucket
Barracuda 

Advanced Threat 

Protection
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How Are Customers Leveraging AWS Security Hub?

AWS Security 

Hub

Amazon 

Macie

AWS Security 

Hub

Team 

Notifications

Member Accounts

Security Account

Security Hub 

Partner 

Integrations

Third-Party Provider

Findings

Findings

Findings

Custom Actions

Cloudwatch

Events

Role

Notification

Internal Auto-

Remediation 

Tooling
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Why AWS Marketplace?

Flexible consumption 

and contract models 

Quick and 

easy deployment
Helpful humans 

to support you
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How Can You Get Started?

Find Buy

Free trials

Hourly | Monthly 

Bring Your Own License (BYOL)

Seller Private Offers

Channel Partner Private Offers

through flexible 

pricing options:

Deploy

SaaS

Amazon Machine Image (AMI)

CloudFormation Template

Container

with multiple 

deployment options:
a breadth of security 

solutions available:
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Please use GoToWebinar’s
Questions tool to submit 
questions to our panel.

Send to “Organizers” and tell us if 
it’s for a specific panelist.

Q&A
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And to our attendees, thank you for joining us today!

Acknowledgments
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