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Today’s Speakers

* Kyle Dickinson — SANS Instructor, Author and Analyst;
Cloud Security Architect at Koch Industries

e Tim Jefferson — Senior Vice President for Barracuda’s
security solutions across Data, Networking and
Application (DNA)

* David Aiken — Solutions Architect Manager, AWS
Marketplace
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Today’s Agenda

What is Cloud Security Posture Management (CSPM)?

Benefits of CSPM and how it can aid in investigations

Advice for cyber investigations and CSPM working
together

AWS integration and solutions available in AWS
Marketplace
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What is Cloud Security Posture  Analyst Program il
Management?

be
Continuous @ Asset Inventory
Compliance el

.] Monitoring/Analytics = Configuration

— P Management
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Benefits of CSPM

* Visibility in all regions
— AWS China and AWS GovCloud excluded
* Risk management
* Compliance reporting
e Custom signatures/queries
e Software-as-a-Service platform

©2019 SANS™ Institute | www.sans.org 6 Sponsore d by: \&J” dWS marketplace



How Can a CSPM Aid in Analyst Program bl
Investigations?

* Query all AWS accounts owned by organization
* Asset inventory (CIS Critical Control)

* Contextualize VPC Flow Log data

* Visualize user administrative activity
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Investigation Considerations

 Authorization to environment
* How the investigation will differ in AWS

* Technologies for acquiring evidence
— CSPM, AWS CloudTrail, EC2 Snapshot

* |nvestigation Simulations a/k/a Game Days
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Implementation Considerations

! | How will the
: i | implementation scale?
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. Can signatures be

customized?
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~— Data retention
—
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Can alerts workflow be
customized?

What about third-party
integrations?

) -

Licensing model?
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Summary

* Lots of CSPMs offer similar functionality plus niche
capabilities.

* Deployment and deployment validation should be done

e Signature review should be considered

* Alerts be extended to DevOps teams as a feedback loop
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Making Cloud Security More Actionable
CSPM Enhancing Cyber Investigations
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Fast Pace of Innovation

179 § 000's 07

Native services within Number of new features Number of qualified Cloud
AWS today added to services in 2019 Security Architects working
that impact configurations for you
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Fach service has its own configuration impacts
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CloudTrail
@ route table

DeleteBucket
DeleteBucketPolicy
DeleteObject
DeleteObjectTagging
DeleteObjectVersion
GetBucketAcl
GetBucketLogging
GetBucketPolicy
GetEncryptionConfiguration
GetObject

GetPReRd @ CIS Benchmarks”
GetObjectVersionAcl
GetObjectVersion
ListAlIMyBuckets
ListBucket
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PutBucketAcl
PutBucketPloicy
PutBucketVersioning
PutEncryptionConfiguration
PutinventoryConfiguration
PutObject

PutObjectAcl
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AWS CloudTrail: Actionable Telemetry

Records": [{
"eventVersion": "1.0",
"userldentity": {
"type": "I[AMUser",
"principalld": "EX_PRINCIPAL ID",
"arn"; "arn:aws:iam::123456789012:user/AIice"|
‘accountld": "123456789012"
"accessKeyld":
"userName": "Alice"
17
"eventTime": "2014-03-06T21:01:597",
"eventSource": "ec2.amazonaws.com”,

who and what made this call

foreriane Siopincianced) What did they try to do and when

awsRegion": "us-east-2",
"sourcelPAddress": "205:251.233.176",
"userAgent": "ec2-api-tools 1.6.12.2",

"requestParameters": { —

"instancesSet": {"items": [{"instanceld": "i-ebeaf9e2"}},
"force": false
L
‘responseElements": {"instancesSet": {"items": [{
"instanceld": "i-ebeaf9e2",
"currentState": {
"code": 64

“namem =T

}

previousState": {
"code": 16,

‘name": "running"

}

S—

Requested action and response
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CSPM Making AWS CloudTrail Telemetry Actionable

TIME ACCOUNT - REGION EVENT MAME EVENT SOURCE DETAILS

s cuda-se- clouddey
L] Authorizes

yEroUpingress 2c2. amezonaws.com EIQNIN AMAZONAWE COMm

& [hALser
armawsiam: 47026431 7637 userivshast
1 470264317631

arracuda.com

 who and what made this call

« What did they try to do and when

« Were there any security alerts as a part of the event?

TIME ACCOUNT RESULT SEVERITY SOLRCE VIOLATION DETAILS

nd Security Group with S8H port TCP22 open to the world (1.0
2019-0926 5 cuda-sep Crical  Barracuds: Compliance €15 4.1: Ensure o security groups sllow ingress from 0.0.0.070 to port 22 ecurity Group with SSH port T pen 1o the world (0.0
2019-0926 s cuda-se s Critcal  Barracuda: Compliance  HIPA 4.1: Ensure no security groups allow Ingress from 0.0.0.0/0 ta port 22 d Security Group with S5H port TCP22 apen 1o the world (0.0
2019-09-26 s cuda-sep. Critical  Barrecuda: Compliance  MIST 4.1: Ensure no security groups alkow ingress fram 0:0.0.0/010 part 22 Foumd Searity Group wit part TCP22 open 1o the world (0.

2019-09-26 s cuda-se-public-clouddey Critieal  Barrecuda: Compliance  PCIDES 1.2.1: Restrict inbound nd outbound traffic to that which is necessary for the cardhalder data environment, and specifically deny all other traffic Sean resuft Soes nat mest nule requirement



Barracuda Cloud Security Guardian

* Cloud Security Posture
Management Saas

* Integration with native
tools — AWS Security Hub,
Amazon GuardDuty

* Integration with Barracuda
CloudGen Firewall and
Barracuda WAF

ajelpawudd

logs

remediate

pagerduty
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CSPM Providing Unigue Visibility

C|SO/C|O/Security Operations team concerned  cudssepuicoudder Us west (N. California) (us-west-1)
about visibility into ephemeral usage
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Automate Compliance Monitoring

@ Dashboard
H U ma n e rrO r iS Ca use Of Last24Hows ~ | SWS AMAZON WEB SERVICES ='r.uck-:sa-'1 AZURE

ma ny miSCO nfigu rations License Assets Compliance Scan Result e Compliance Scores

Active m; Scoring by Compliance Rule MI:
* Misconfigurations o
often violate security : 7 .
best p ra Ctices 3 Failed (Medium): 0 @ Failed (Low): 0
Storage Shield Statistics Storage Shield Detected File Types
* Best practices are s : ”

inherent aspect of
C0m p I |a nce Regions with assets

A Alerts

Filter Alerts

{4 Security & Compliance Policies

TIME ACCOUNT RESULT SEVERITY SOURCE VIOLATION
aws ici R IS s qroups allow yress from 0.0.0 0/0 ot
AWS Policies 190522154408 S oo s bl covder D Crical EOUOVR G142 e sty groups slow s om 000010 1o
POLICY NAME ENABLED RULES ENABLED CATEGORIES 20190022 154406 S cuda-se-public-ciouddey eitical cunit o 1010 post
Default Policy 141 rules 20190922 154406 #¥5 cudarse-publiv-clouddev - sure no security groups allow ingress from 0.0.0.0/1 to port
All 143 rules

154406 35 cuda-se-public-clouddey Caifcal



Remediate Policy Violation Before Breach

Detectl ng Vlo'atlons IS a ﬂ rst Step Remediate Compliance Violation
NIST 1.3: Ensure credentials unused for 90 days or greater are

» Need to understand the “who, what, where, why" disabled

N N 5 i N N R diat il f the fol g fications:
» Quick remediation is key to preventing security s i et e
Mote: If ‘delete_credential’ flag is ==t to true, access key will be deleted.

b r‘e a C h e S 2. By default password type credential will be ignared.

Mote: If ‘delete_credential’ flag is ==t to true, password will be deleted

Hackers target misconfigurations as certain e
mista keS are very Common ;g;;;EEEEéTEEEiXE;iT:;::226431?631:user‘/ncnrrea@burrucuda.cDm(vinlatinn_demiLs: access
}i’

"of fender”: "arn:ows:iom::478264317631:user/mjof feBbarracuda. com{viclation_details: passwor
"of fender_params”: {
"delete_credential”: folse

B

"of fender": "arn:aws:iam::478264317631:user/rhebert@barracuda. com{violation_details: passwa
"of fender_params”:
"delete_credential”: folse

REMEDIATE
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Protecting AWS S3 Buckets

* Visualize S3 buckets pr— R — s s

aws cuda-se-public-clouddev Critical  Barracuda: Compliance

Found at least 53 bucket open to public network
Custom 2.1 Ensure 53 Buckets are not publicly accessible v eahy 110 public netwe

WS cuda-se-public-clouddev Critical  Barracuda: Compliance

» Protect your S3 buckets froi e

Found at least 53 bucket open ta public network
1IPAA 2.9 Ensure 53 Buckets are not publicly accessible P

Barracuda: Compliance  NIST 2.7: Ensure $3 Buckets are not publicly accessible Found at least 3 bucket open to public network
4 PS S3 buckets f
can your uckets for Ceport e
malware and advance threats S -
Cloud Storage Shield ScanLog  ~  All Files ~ Last 120 Days ~ 2019-05-26 00:00 2019-09-23 15:45 aws -
] DETERMINATION ~ CLOUD ACCOUNT : REGION 3 BUCKET FILE INFO
aws aws:155517015620 : US East (Ohio) ridademo malicious-28.pdf (73.1 KB)
vin-gademobucket-uswest i
aws aws:155517015620 : US East (Ohio) ridademo malicious-28.pdf (73.1 KB)
ci-templates-19fezl7ysy2x-us-west-1
P sy aws aws:155517015620 : US East (Ohio) ridademo malicious-28.pdf (73.1 KB)
i aws aws:155517015620: US East (Ohio) ridademo malicious-28.pdf (73.1 KB)
(estimeconiiuod * aws aws:155517015620 : US East (Ohio) ridademo Fact No-2SB317021.test123.doc (76.75 KB)
S3 Buckets aws aws:155517015620 : US East (Ohio) ridademo malicious-28.pdf (73.1 KB)
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Getting Startec

30-day free trial on the AWS Marketplace!

aWS partner
N - nhetwork

CSG Advanced \=/awsmarketplace
Technology

Cloud Security Guardian P a rt n e r

—(}

Security Competency
GovCloud (US) Skill Partner
Public Sector Partner

Marketplace Seller
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Exploring Security Solutions Available
in AWS Marketplace



What Barracuda Solutions are Available in AWS Marketplace?

ll Barracuda

Barracuda Cloud Security Guardian

Provides end-to-end visibility of your
security posture

Barracuda CloudGen Firewall

Leverage threat protection, segmentation,
and visibility in this enterprise-grade firewall

Barracuda Web Application Firewall

Application security and data loss prevention
for your applications

Barracuda Email Security Gateway

Manages all inbound and outbound email
traffic

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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How Are Software Sellers Integrating with AWS Services?

. AWS Security Hub
provides comprehensive
visibility for all user
activities

. Barracuda Cloud Security
Guardian will forward
additional findings to
AWS Security Hub for
richer context

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Cloud Security Guardian
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How Are Customers Leveraging AWS Security Hub?

Findings

Team
Notifications

o

o 0

Findings H o5 °
\WS Seci

awgll A

i Role
Security Hub
Partner
Integrations
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Notification

Custom Actions

o
0ol
Cloudwatch

Events
Findings

Internal Auto-
Remediation
Tooling

urity
Hub

THOMSON REUTERS

INTUIT

edmunds
Frame.io

Northwestern
Mutual

COMCAST
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Why AWS Marketplace?

Flexible consumption Quick and Helpful humans
and contract models easy deployment to support you

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aW% \rz‘!- aWS ma rketpla Ce



How Can You Get Started?

Q

l( Barracuda
©

Qualys.

RAPIDF)

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

splunk

N

CROWDSTRIKE

Check Point

SOFTWARE TECHNOLOGIES LTD.

O tenable

Deploy

through flexible
pricing options:
Free trials
Hourly | Monthly
Bring Your Own License (BYOL)
Seller Private Offers

Channel Partner Private Offers

©)

with multiple
deployment options:

SaasS
Amazon Machine Image (AMI)
CloudFormation Template

Container
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File View Help (=)@ (=)(x)

& A (=) Audio
=3 OTelephone

® Mic & Speakers Settings
& MUTED <)

Please use GoToWebinar’s
Questions tool to submit
qguestions to our panel.

Questions

Send to “Organizers” and tell us if [Enter a question for staff]
it’s for a specific panelist.

Webinar Housekeeping
Webinar ID: 275-918-366

GoTo\Webinar
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